Available online at www.ijmrhs.com

. International Journal of Medical Research &
ISSN No: 2319-5886 Health Sciences, 2016, 5, 9:198-202

Smartphones and professionalism: A cross-sectionstudy on interns and
final-year medical students

Saleh Algaryan', Mohannad Alkhalifa', Majed Alharbi!, Somaya Alabaishi
and Turki Aldrees?

! College of Medicine, Qassim University, Qassim, Saudi Arabia
2 Col lege of Medicine, Prince Sattam Bin Abdulaziz University, Alkharj, Saudi Arabia

ABSTRACT

The smartphone is a powerful tool that can be used to improve the health care system as long as certain checks and
balances are implemented. It is commonly used by health care providers and medical students. A cross-sectional
study conducted at Qassim University, Saudi Arabia. Final-year medical students and interns were included. A
survey was distributed and divided into three sections. personal technology, experiences of using smartphones
during clinical rotations, and attitudes about the usage of smartphones for clinical work. A total of 156 interns and
students participated in the study. All of them owned a smartphone. Three-quarters of the respondents used their
mobile for personal purposes, while 71.2% used them to look up medical references and resources. Respondents
also used personal mobiles to keep in contact with team members regarding patient- (29.5%) and non-patient-
related issues (26.3%). Some 16% of participants did not have any security features on their smartphones. Over half
the participants did not get proper instructions about using their smartphones from either their medical college or
senior residents or consultants. Thereisa lot to be done in this area, as certain regulations need to be carried out to
lead toward a world that is pro-technology, health centered, and safe.
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INTRODUCTION

Smartphones have become the latest adopted toatufoent health care providers. There is an unpieted

utilization of this technology among health careviders and medical students. The popularity oif thee is owed
to their myriad of uses, including effective comruation between clinicians and multidisciplinaryanes. Some
studies have showed that 94% of interns own a spare and that 83% use their phones for #étowing to

their high computing capabilities and reliable #&gations (apps), which can be downloaded from alinen
marketplace, these apps can be used to perforntoeidgy clinical duties, such as discussing casdisegriaking

image supported notes, and accessing remote heatthds, references, and drug informdfforin a recent study,
residents in an internal medicine ward felt suliyety more efficient when they were provided witRads

preloaded with the hospital medical records &p@me survey elaborated positive perceptions byepaitoward
tablet-using physicians in clinical settifjsNowadays, there is substantial growth, both éndhantity and quality
of apps that aim to enhance knowledge, improve woiiity, and decrease medical errors.

While smartphones are considered a clinical andathnal tool, they are also a source of distractior example,
Robert Wu et al. found that due to the constantatisons and interruptions from mobile devicesjdents’on-site
availability was reducéd.Security and privacy are also primary concernateel to utilizing this technology.
Therefore, certain recommendations have been steghés tackle these problefh8 This study aims to assess
smartphone usage by interns and medical studenitsgdilneir rotations and to explore their percemimf issues
related to confidentiality and professionalism.
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MATERIALS AND METHODS

This study was conducted using a cross-sectiomaégun the Qassim region, Saudi Arabia. We inctudeles and
female’s interns and final-year medical student®ahe enrolled in College of Medicine at Qassimvdrsity
during the academic year 2015-2016. An online sumw@s distributed to the participants from Septemioe
October 2015 with a sample size of 156 participaits adopted with permission the same survey ugeirdn K
and colleagues. A verbal consent was obtained defonducting the study from the participants. Tieey was
divided into three sections. The first section wéa®ut personal technology (phone type, usual use,sacurity
features). The second section focused on expeseateising smartphones during clinical rotationke Tthird
section assesses attitudes about the usage ofpbimaes for clinical work. Responses to each itemtlon
guestionnaire were summarized in terms of frequépescentage). Results were obtained and analyz&PSS.

RESULTS

Table 1: The type, uses, and security features onadical students’ personal mobile phones

Question Answer options n (%)

1. What type of personal mobile phone do you ctlyerse? iPhone 104(66.7)
BlackBerry 3(1.9)
Windows Phone 2(1.3)
Android 61(39.1)
Cellular phone (non-smartphone) 14(9.0)

Other 0
Communication with patients

Communication with other medical team members
(patient-related)

Communication with other medical team members (not41(26.3)
patient-related)

5(3.2)
46(29.5)

2. How do you use your personal mobile phone dutlimical
rotations?

Medical references, resources, and applications (7112)

View patient information 17(10.9)

Personal purposes (not work-related) 117(75.0)
3. What type of security features do you have air yersonal Password protection 120(76.9)
mobile phone? Encryption 12(7.7)

| don’t know 1(0.6)

None 25(16.0)

In total, 156 responded, of which 93 (59.6%) wemden90 (57.7%) were in their fifth years, and 88.8%) were
interns. The features of the mobile phones usedi@seribed in Table 1. Twenty-nine students hadentioan one
mobile phone, and the most popular model was thenP, owned by 66.7% of respondents, followed gy th
Android (39.1%). Three-quarters of the respondasesl their mobile for personal purposes, while %la2so used
them to look up medical references and resourcespéhdents also used personal mobiles to keepiaatowith
team members regarding patient- (29.5%) and noesgatelated issues (26.3%). The majority (76.9%4 h
password protection on their mobiles, but onlywa (@.7%) had encrypted their phones.

Table 2: Participants’ experiences using personal abile technology during clinical rotations.

Never, Rarely Occasion Frequentl Always
Question ally y
n (%) (1-3 times (1-6 (2-10 (>10
/ month), times / times / times /
week), day), day),
n (%) n (%) n (%) n (%)
Q1. | have answered/made a call, texted, or emaiteahy personal mobile  95(60.9) 39(25.0) 14(9.0) 8(5.1) 0(0)
phone while | was with a patient.
Q2. My senior resident or attending physician hasriupted a patient 47(30.1) 60(38.5) 34(21.8) 14(9.0) 1(0.6)
meeting to answer/make a call, text, or email.
Q3. | have answered/made a call, texted, or emaiteahy personal mobile  25(16.0) 64(41.0) 50(32.1) 16(10.3) 1(0.6)
phone while | was in an educational session (eaghi@g rounds, bullet
rounds, etc)
Q4. My senior resident or attending physician hagerfupted an 15(9.6) 63(40.4) 57(36.5) 19(12.2) 2(1.3)
educational session to answer/make a call, textmail.
Q5. | used my personal mobile phone for persondtersa(eg, personal 37(23.7) 57(36.5) 42(26.9) 19(12.2) 1(0.6)
texts, calls, etc) during clinical rotations.
Q6. | used my personal mobile phone to text or eidantifiable patient  121(78.1) 20(12.9) 7(4.5) 6(3.9) 1(0.7)
data (eg, patient last name, OHIP number, medé=rd number, etc) to
colleagues.
Q7. My senior resident or attending physician hested or emailed 101(66.0) 34(22.2) 12(7.8) 5(3.3) 1(0.7)

identifiable patient data to colleagues.
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The use of mobiles during clinical rotations istli@r described in Table 2. Most respondents sthigy had never
(60.9%) or rarely (25%) used a personal mobile evhilth a patient, but only 30% reported that thagl hever been
with a senior resident or attending physician whd mterrupted a patient meeting to take a calspRadents were
more likely to have used their phones while in dncational session or to have witnessed a senllerague doing
so (only 16% and 9.6%, respectively, stated thist tlever happens).More than one-third of studesesd uheir
mobile for personal reasons occasionally or mozguently. Nearly one-quarter of respondents detlineanswer
if they had never used a personal mobile to semsopal information, while 66% had never receiveehtifiable
information on their mobile.

Table 3: Participants’ attitudes about using persoal mobile technologies for clinical work purposes.

Strongly Disagree Neutral Agree Strongly
Question disagree agree

n (%) n (%) n (%) n (%) n (%)
Q8. The medical school curriculum has educate®B(34.0) 31(19.9) 41(26.3) 24(15.4) 7(4.5)

me on appropriate and inappropriate ways to use

my personal mobile phone for communicating

patient information.

Q9. My senior resident or attending physician has5(35.3) 47(30.1) 29(18.6) 21(13.5) 4(2.6)
given me feedback on appropriate and

inappropriate ways to use my personal mobile

phone for communicating patient information.

Q10. The medical school curriculum has educategD(38.5) 38(24.4) 38(24.4) 16(10.3) 4(2.6)
me on appropriate and inappropriate ways to

conduct myself professionally with mobile

technology.

Q11. My senior resident or attending physician ha80(38.5) 43(27.6) 42(26.9) 8(5.1) 3(1.9)
given me feedback on appropriate and

inappropriate ways to conduct myself

professionally with mobile technology.

Q12. The use of personal mobile phones fat0(6.5) 26(16.8) 24(15.5) 62(40.0) 33(21.3)
patient-related communication with colleagues

poses a risk to the privacy and confidentiality of

patient health information.

Q13. My personal mobile phone is distractin@1(13.5) 48(30.8) 30(19.2) 41(26.3) 15(9.6)
during clinical work.

Q14. Using my personal mobile phone for clinical1(7.1) 15(9.7) 41(26.5) 70(45.2) 18(11.6)
work makes me more efficient.

Q15. The efficiency of communicating with10(6.4) 35(22.4) 57(36.5) 46(29.5) 8(5.1)

colleagues through text and email using my

personal mobile phone outweighs the risk to the

privacy and confidentiality of patient health

information.

Q16. Using my personal mobile phone for clinical1(7.1) 28(18.0) 56(35.9) 48(30.8) 13(8.3)
work allows me to provide better patient care.

Attitudes toward mobile phone usage are descrihefiable 3. More than half the respondents strodggagreed
(34%) or disagreed (19.9%) that the medical schaal educated them appropriately on mobile phonefarse
communicating patient information, and 35.3% stiprfisagreed and 30.1% disagreed that their seegident or
attending physician had given appropriate guidaktmst students also felt that neither the medichbsl (62.9%)
nor senior physician (66.1%) had given proper guigaon professional conduct related to mobile usage
majority of students (61.3%) agreed or stronglyeadrthat the use of personal mobiles poses aaighatients’
privacy and confidentiality. The respondents hageaiviews over whether a personal mobile was disirg in the
clinical setting, but most (56.8%) felt it madenatial work more efficient, with 34.6% agreeing tkiais outweighed
the risk to patient confidentiality. Just over adragreed (or strongly agreed) that the use ofilagihones leads to
better patient care.

DISCUSSION

Our study results describe and explore smartpheageuby interns’ and medical students’ during tratations and
their perceptions issues related to confidentiaitg professionalism. The most popular smartphgpe dbserved
was the iPhone, followed by Androids. The majonfyparticipants (75%) used their Smartphones fosqmal
purposes, which could be explained by today’'s $aunidia revolution, facilitated by well-designedced media
apps. However, a large proportion (71%) of partioig used their Smartphones for reviewing medigrences,
resources, and applications, and this is probaixytd the rapid growth in medical apps that arélalvia for many
purposes, including ones for electronic prescripidgagnosis and treatment, practice management,caied
references, and CME or e-learrfifyOnly 16% of participants do not have any secufégtures on their
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smartphones. Also, 78% of participants had neved ubeir smartphones to text or email patient-ifiable data
(e.g., patient last name, OHIP number, and medaadrd number) to colleagues. However, 34% of gigdnts
stated that senior residents or attending physicltead texted or emailed patient-identifiable datacalleagues,
which carries a risk of patients’ privacy, althoughight facilitate consultation for patients.

In this study, all participants own smartphonesjcihs similar to a Korean study among universitydent§™.
However, smartphone ownership was higher than dasir@anadian study on medical students, resideanis,
faculty (92%)™Y. In the United States (USA) and United Kingdom {UKearly 80% of medical students own
smartphone$§?*. Another local study in Najran showed that almaistuniversity students had smartphor¥és
This high ratio is expected, as the popularityrohgphones goes up as costs go down.

Regarding the use of smartphones in clinical rotatthe current study states that smartphones ast¢ commonly
used for personal matters (75%), which is in cattreith a Canadian study that suggested that th& o@mmmon
use of smartphones in clinical rotations is to camivate with other medical team members (not patéated)
(93%). Also, contrary to the Canadian study, oré%@of participants in the current study use smamgls for this
purpos&. However, in the same Canadian survey, 90% ofqi@aints use smartphones for personal mattershe
use of smartphones for personal matters among tueldrgs and young physician is increasing, sineeuse of
online social networking forums among them has becwidespred’ Also, about two-thirds of the participants of
the current study use their phones for viewing itedieferences, resources, and applications, dasiprioportion
found in a study of attitudes toward the use of ieotomputing devices in medical education. In t#tatdy, 70% of
medical students used smartphones to access medinales and textbodk®. This was expected, as smartphone
browsers nowadays are capable of easily browsirg ofdhe online sources, which have attractivegihasthat are
specifically made for smartphones, in addition he tmedical apps and textbooks that can be downibaale
smartphones for offline uée.

About 16% of study participants' smartphones latk security features. This proportion is slightigtrer in other
similar studies.In general, the smartphone is atitisidered a risk to patients’ privacy and a daaitin the health
care systefr*”.0Only 22% of our study participants stated thaythsed their smartphones to text or email patient-
identifiable data (e.g., patient last name, OHIhbear, and medical record number) to colleagues.dvew 34% of
participants stated that senior a resident or ditgnphysician had texted or emailed patient-iditie data to
colleagues. This percentage supports the resuisstidy conducted on general internal medicinelsvacross four
academic teaching hospitals in Toronto, Ontariaylich 39% of residents reported using their peasosll phones

to email or text patient information that may haeatained patient identifief¥.

Medical schools play an imperative role in provigistudents with the knowledge of appropriate amgbfimopriate
ways to use personal mobile phones for communiggiatient information. In the current study, onl§%2 of
participants are satisfied with college curriculuegarding this point. However, about 60% of finaeky medical
students at the University of Toronto agree thairthurriculum provides them with knowledge of apgmiate and
inappropriate ways to use personal mobile phonesdmmunicating patient informatih This discrepancy could
probably be overcome by introducing a relevant seto the college curriculum.

What participants think of smartphone use for chihipurposes is widely studied. The current studyws that
about 57% of students think that using a persordil® phone for clinical work makes them more edfit. At the
University of Birmingham, UK, medical students wepesitive toward the concept of smartphones asrdutu
educational aids, with 84% believing the devicesiidde useful or very useftif. Also, 57% of Toronto final-year
medical students believed that the efficiency ahomnicating with colleagues through text and emaihg their
personal phone outweighed the risk to the privaxy@nfidentiality of patient health informatfon

One limitation is the response rate, which was Gif%inal-year medical students and 43% of interfysother
limitation is that the study was cross-sectionaijolr may lead to recall bias. This limitation colle avoided by
following participants and recording participarda#titudes on smartphones on a daily basis.

We recommend implementing a course about the (miofeal use of smartphones and modern mobile teoggoh
clinical rotations and addressing the issue ofgpési confidentiality. We also recommend that htzdpiand health
institutes should develop secure apps or servitasfacilitate student/intern-specialist/consultaammunication
without exposing patient-identifiable data to theks of being viewed by external audiences.

CONCLUSION

The smartphone is a tool that can be used to eehammmunication and increase efficiency in the theahre
system, but it can lead to dreadful consequenceatiénts’ confidentiality is breached. There i®tto be done in
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this area, as certain regulations need to be daoti¢ to lead toward a world that is pro-technoldugalth centered,
and safe.

REFERENCES

[1] Tran K, Morra D, Lo V, Quan SD, Abrams H, Wu RC120Medical students and personal smartphonesein th
clinical environment: The impact on confidential@y personal health information and professionalidournal of
Medical Internet Research. 2014 Jan |[cited 2015 Aug];16(5):e132. Available from:
http://www.pubmedcentral.nih.gov/articlerender.®ayitid=4051746&tool=pmcentrez&rendertype=abstract

[2] Ventola CL. 2014. Mobile devices and apps for lealire professionals: uses and benefits. Pharmacy &
Therapeutics. 2014 May [cited 2015 Feb 10];39(5:3=!. Available from:
http://www.pubmedcentral.nih.gov/articlerender.fayitid=4029126&tool=pmcentrez&rendertype=abstract

[3] Patel BK, Chapman CG, Luo N, Woodruff JN, Arora VRQ12. Impact of mobile tablet computers on interna
medicine resident efficiency. Arch Intern Med. Amcan Medical Association; 2012 Mar 12 [cited 201bgA
1];172(5):436-8. Available from: http://archinterjanetwork.com/article.aspx?articleid=1108771

[4] Strayer SM, Semler MW, Kington ML, Tanabe KO. 20Hatient attitudes toward physician use of tablet
computers in the exam room. Fam Med [Internet]. @@kt [cited 2015 Aug 18];42(9):643—7. Availablerr:
http://www.ncbi.nlm.nih.gov/pubmed/20927673

[5]1Wu R, Rossos P, Quan S, Reeves S, Lo V, Wong Bl. &011. An evaluation of the use of smartphowes t
communicate between clinicians: a mixed-methoddystd Med Internet Res [Internet]. 2011 Jan [c26d5 Aug
12];13(3):e59. Available from:
http://www.pubmedcentral.nih.gov/articlerender.fayitid=3222168&tool=pmcentrez&rendertype=abstract

[6] Gill PS, Kamath A, Gill TS. 2012. Distraction: assassment of smartphone usage in health care wtinkgs.
Risk Manag Healthc Policy [Internet]. 2012 Jan ddit 2016 Jan 2];5:105-14. Available from:
http://www.pubmedcentral.nih.gov/articlerender.fayitid=3437811&tool=pmcentrez&rendertype=abstract

[7] Rosenfield D, Hébert PC, Stanbrook MB, MacDonald, FEegel K. 2011. Being smarter with smartphones.
CMAJ [Internet]. 2011 Dec 13 [cited 2016 Jan 2];@®:E1276. Available from:
http://www.pubmedcentral.nih.gov/articlerender.®ayitid=3255129&tool=pmcentrez&rendertype=abstract

[8] Murfin M. 2013. Know your apps: An evidence-basepraach to evaluation of mobile clinical applicatso J
Physician Assist Education 24(3):38).

[9] Mickan S, Tilson JK, Atherton H, Roberts NW, HenaghC. 2013. Evidence of effectiveness of healtke car
professionals using handheld computers: A scopmgew of systematic reviews. J Med Internet Regearc
15(10):e212.

[LO]Nam S-Z. Evaluation of university students? Utiliaa of smartphone. 2013. International JournaSafart
Home7(4).

[11]Boruff JT, Storie D. 2014.Mobile devices in mediA survey of how medical students, residents,fandlty
use smartphones and other mobile devices to fifdrimation. J Med Libr Association 102(1):230.
[12]12.eMarketer. 2012. College students adopt molitess the board - Nine in 10 college students to aw
smartphone by 2016. eMarketer.

[13]Payne KB, Wharrad H, Watts K. 2012. Smartphone raedical related app use among medical students and
junior doctors in the United Kingdom (UK): A regiain survey. BMC Medical Informatics and Decision
Making12(1):121.

[14]Alfawareh HM, Jusoh S. 2014. Smartphone usage amaoingrsity students: Najran University case. Inétr
Journal of Academic Research6(2).

[15]Guseh II JS, BrendelRW, Brendel DH. 2009. Medicafgssionalism in the age of online social netwogkiJ
Med Ethics35:584586.D0I:10.1136/jme.2009.029231.

[16]Wallace S, Clark M, White J. 2012. ‘It's on my iRfed: Attitudes to the use of mobile computing desgidn
medical education, a mixed-methods study. BMJ Oi1099. DOI:10.1136/bmjopen-2012-001099.

[17]Terry, N. 2012. Protecting patient privacy in thgeaof big data (September 27, 2012). Indiana Usityer
Robert H. McKinney School of Law Research Paper20d.3-04; University of Missouri-Kansas City Lawviaw,
Vol. 81, No. 2, 2012.

[18]Tran K, Morra D, Lo V, Quan S, Wu R. 2014. The oésmartphones on general internal medicine wakds:
mixed methods study. Applied Clinical Informatic35814-823. DOI:10.4338/ACI-2014-02-RA-0011.
[19]Robinson T1, Cronin T, lbrahim H, Jinks M, Molitdr, Newman J, Shapiro J. 2013. Smartphone use and
acceptability among clinical medical students: Aesfionnaire-based study. J Med Syst. 37(3):99361: DO
10.1007/s10916-013-9936-5.

202



